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Introduction

This lab introduces packet sniffing and packet analysis; the process of capturing any data passed over
the local network and looking for any information that may be useful. Packet sniffers can be hardware
appliances or software based (Hannah, 2011). A sniffer works by placing the network interface you
want to listen to into promiscuous mode, thus reporting all the packets that it sees (Weadock, 2009).

The lab specifically focuses on the use of Wireshark, a graphical packet sniffer, and packet sniffing for
security professionals. Wireshark (and tcpdump) enable administrators to view and examine packets in
a granular format in either real-time or to a capture file for examination later. This provides a tool for
the administrator to find network errors, measure bandwidth, become aware of intrusion attempts and
attacks, map and discover network devices, and become aware of protocols and applications being used
on the network.

In this lab I’'m using CentOS version 7.2 and A VMWare version of Windows 95. I’ve run Wireshark
over my wireless home network with approximately 20 nodes, including cell phones, two Roku
devices, a Brother printer , various laptops, and baby monitors. I’ve also run it on a corporate network
(with permission) that contains high sped market data and multicast networking. Lastly I’ve also
captured data at a public wireless hotspot that required no passwords.

Objectives

The objectives of this lab are to execute the Wireshark Lab assignments in order to review and enhance
previous learning, as well as to learn through experience, and gain the skills and knowledge about
various tools currently available. In order to achieve the objective I’ve connected to three networks
using my Dell Laptop running Centos 7.2 through its wireless network interface. | captured packets
over a period of time, both for live capture into capture files for later analysis. 1 applied various
filtering to isolate specific types of network packets and described my finding in detail.

Definitions

e Wireshark
a) Sniffer - software that intercepts and logs network traffic that it can “see” on a network
interface. It’s used for capturing and reporting data flows. (Paessler, 1996)

b) Protocol — a set of agreed upon rules for how data is transmitted. In terms of network
protocols, there are protocols for how data is packaged and exchanged across a network.
The most common of these protocols is “TCP/IP”. There are also application protocols
that define how a client and server will communicate upon making a network
connection (Hunt 1992),

c) Protocol Analyzer — A tool used to analyze protocol interaction between two systems
(Hunt, 1992)

d) Packet — Data that is communicated across a network is broken into small blocks called
packets. “Dividing the data into packets helps the sender and receiver of the data decide


Chester Hosmer
Chester Hosmer: Excellent definition section.  One of the best, the illustrations really bring this to life.  Nice detailed work.
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which packets arrived in tact”. “Dividing data into packets also ensures that multiple
network connections can share a network device” (Comer, 1997)

e) Packet Filter — A tool used for selectively accepting or blocking data as it passes
through a network interface (OpenBSD, 2016)
f) Live Capture —there are two ways to capture data; live and into a file for analysis later
on.
e TCP/IP
a) Transport Control Protocol (TCP) - A connection oriented protocol that provides a
full-duplex byte stream for user processes. This means, that when a packet is sent to a
host, an acknowledgement packet is returned to the sender. (Stevens, 1990)
b) Internet Protocol (IP) — This is generally combined with TCP for the purpose of
routing and delivering the TCP packet (Stevens, 1990)
¢) Network Stack — A network stack is a reference to the layers of protocols necessary for
data communication. When discussing a network stack we generally refer to the OSI
model of network communications.
0SI Model TCPfIP
Layers Protocol TCP/IP Protocol
Architecture Suite
Layers
application Application
Layer Lavyer
Prei‘:‘:';;a:i”” Telnet|FTR|sMTR| [DNMS||[RIP |[sHMP
Session
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Host-to-Host
TTEE;EEN Transport TCP JDP
Layer
Metwaork Internet P |IGMP ICMP
Layer Laver an|
Data-Link ) — -
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E"ffr Iniorface Ethernet Ring | | Relay || ATH
Physical Layer
Layer

The OSI model is a theoretical model of communication. In the above diagram, you can see
how the TCP/IP Network Stack lines up against OSI and shows examples of each layer in
the suite. (Erbay, 2016)

d)

Packet Header — A packet contains two parts, a header and a payload. The header
contains information about where the packet should be sent and details about the
contents of the packet, while the payload contains the data the is actually being sent. A
typical IPV4 packet contains 20 bytes of data. The 20 bytes of data contain the IP
version (4 for IPv4), IP Header Length, type of service, datagram length, an ID tag to
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help reconstruct, instructions on fragmentation, fragmentation offset (what part of the
packets to start reconstruction), TTL (number of network hops), a header checksum (to
help detect errors), source IP address and the destination IP address (Comer, 1997).

TCP/IP Packet

Type of Service Total Length
Identification Fragment Offset
Time to Live Protocol=6 (TCP) Header Checksum

Source Address
Destination Address

IP Header

Padding

o
2 Sequence Number
Acknowledgement Number
Data UIA|P|R|S|F
Offset RICIS|S|Y]! Window
KIHITININ
Checksum Urgent Pointer
TCP Options I Padding
I TCP Data

Using Wireshark

This section was an introduction for starting Wireshark, finding documentation and beginning to sniff
data from a network interface.

Procedure:
Steps 1 and 2 of the lab are for downloading and installing Wireshark and all other necessary
packages. For Wireshark on Centos 7.2 (or any Red Hat Enterprise Linux variant) the command is

simply:
yum -y install wireshark®

Step 3: Upon starting Wireshark we were asked to select our Internet facing interface


Chester Hosmer
Chester Hosmer: Great job on the walk-through and illustrations.
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Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
0P ANA BRE XCIQ ¢ P D vEE el @SS E

Filter: v | Expression...

shark Metwark Analyzer [Wireshark 1.10.14 (Git Rev Unknown from unknawn)] .

The World's Most Popular Network Protocol Analyzer
~1.10.14 (Gt R

o
WIRESHARK
L Onlne |

Interface List '=Y Open Website

Live list of the capture interfaces Open a previausly captured e Visit the praject's website

{counts incaming packets]

Open Recent: ~| User's Guide

4 Start 2} The users Guids lanine version)

Choase ane ar more interfaces to capture from. then Start @ Sample Captures
Gwbro A rich assortment of example capture fles an the wiki @ Security

Work with Wireshark as securely as passible

@ nflog

] nfqueue
& em1

2 uminet1

i usbmonl

i usbmonz

& vmnets

Capture Options

Start a capture with detailed aptions

Capture Help

How to Capture
Step by step to a successful capture setup

Network Media

@ <oecrcirtormation for coparng on
Eit

Ready to load or capture Mo Packets Profile: Default

Once the NIC was selected, we were able to start capturing network packets:

a Capturing from wip2s0  [Wireshark 1.10.14 (Git Rev Unknown from unknown)] [

Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

o@4Am BExE Q¢ ey EHE o W EE®| E

Filter: v | Expression...
227 40.520305401173. 194,66, 100 192.168.1.8 TCP 65 https > 47036 [ACK] Seq=1622 Ack=7082 Win=1622 Len=0 TSval=851292656 TSecr=1535267561
228 40.54234187.173. 194,204,154 192.168.1.8 TP 66 https > 54380 [ACK] Seq=690 Ack=1413 Win=45056 Len=0 TSval=3636168856 TSecr=1535268092
230 42.29473742 Actionte_20:7a:f7 Broadcast e 60 who has 192.168.1.117 Tell 192.168.1.1
231 42.51366260° 152.168.1.6 173.194.68.138 TLSv1.2 100 Appllcatwn Data

233 42.54071845: 173.194.68. 138 TLSv1.2 100 Application Data

127 Applicatien Data

1 66 45376 > https [ACK] Seq=1 Ack=123 Win=338
237 42. 73697676 192, 168.1.6 173.15¢.68.138 54 unifyadmin > hitps [ACK] Seq=47 Ack=47 Wi
239 43.41864808. Actionte_20:7a:17  Broadcast P 60 who has 192.168.1.117 Tell 192.168.1.1
241 44.3403454% Actionte_20:7a:f7  Broadcast o 60uho has 192.168.1.117 Tell 182.168.1.1
242 44.50087753 Actionte_20:7a:f7  IntalCor_7bi7e:6d  ARP 60 Who has 192 Tell 162.168.1.1
243 44.500084392: IntelCor_7h:7e:64 Actionte 2 a:f7 aRp 42 192.168.1 :bd: 7b:Te:84
245 47.40279720!192. 16B. 1. 173.194.207.138 TLSv1.2 112 tpplication Data
246 47.427200641173.194,207.138 192.168.1.8 TLSvl.2 112 Application Data
247 47.42733006:152.168.1.8 173.194.207.138 Tep 66 33826 > https [ACK] Seqmd7 Ack=47 Win=313 Len=0 TSval=1535275007 TSecr=728374657 l

© Frame 236! 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
© Ethernet II, Src: IntelCor_7h:7e:64 (aQ:BB:bd:7b:7e:64), Dst: Actionte_20:7a:f7 (00:7f:28:20:7a:f7)

¢ Internet Protocol Wersion 4, Src: 182.168.1.8 (182.188.1.8), Dst: 74.125.22.189 (74.125.22.189)

i Transmission Control Protocol, Src Part: 45376 (45376), Dst Port: https (443), Seq: 1, Ack: 123, Len: 0

0000 00 7f 28 20 7a 7 a0 88 b4 7b 7e 64 08 00 45 00
0010 00 34 Ba ba 40 00 40 06 a9 1f c0 a8 01 08 4a 7d
0020 16 bd bl 40 01 bb fc 1c 7e Ge b2 ea bf 01 80 10
0030 Ol Be ae 8c 00 00 01 O1 08 Oa Sb 82 5d a2 26 4a
0040 24 d&

© #f wip2s0: <live capture in progress> File Packets: 248 - Displayed: 248 (100,0%) Profile: Default

From the picture above you can note that the GUI is broken up into three main panels.
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1. The packet frame - This displays general contents in the capture file including, the
Number off packets.

Time - The timestamp of the packet.

Source - The address where this packet is coming from.

Destination - The address where this packet is going to.

Protocol The protocol name in a short version.

Length The length of each packet.

Additional information about the packet content. (Wireshark, 2014)

2. The “Packet Details” pane - This shows the protocols and the protocol fields of the packet. Of
special note, any data enclosed in “[*“ and “]” brackets is generated by Wireshark. Additionally,
If Wireshark detects a relationship to another packet, it will create a link to that packet
(Wireshark, 2014).

3. The “Packet Bytes” pane - This frame contains a hex dump of the entire packet (Wireshark,

g Capturing from wip2s0 [Wireshark 1.10.14 (Git Rev Unknown from unknown)]
File Edit Capture  Analy: tatist leph T Internals Help
e@4dmd nEx Q EE g B @EE =

5212 896. 723173012 152.168.1.6 74.125.22.100 TLSvl.2 180 Client Key Exchange. Changs Cipher Spec, Hallo Request, Hllo Reguest
5214 896, 727232494 192.168.1.6 74.125.22.100 TLSvl.2 211 Application Dat:
5216 898, 727515657 152.168.1.6 74.125.22. 100 TLsvl.2 920 Application Data
5218 896, 727749689 152.168.1.6 74.125.22. 100 TLsvl.2 587 Application Data
5220 896, 749280020 74.125.22.100 152.168.1.6 TLSvl.2 316 New Session Tlck 1. Changs Cipher = Lo T -k-ll Raquest
5221 898, 749374585 2. 168 74,125, 22. 100 109 344 Desti schable (Host admimistrati ohiba t
E 58, 31 $2.168.1.6 TLSvi2 116 fpplic ata
5223 898, 749433513 2. 168, 74,125, 22. 100 44 Desti rat + administrati rohibi ted)
E =N E $2.168.1.6 svi.2 96 Applic a
3 - 1. - . 22 1 Inre; 101 1 1
5226 898, 749790078 192.168.1.6 74.125.22.100 = 54 raventdn > https [ACK] Seq-1884 Ack=4354 Win-65169 Len-0
5228 898, 750495862 182.168.1.6 74,125.22.100 Tisvl.2 52 Application Data
5230 898 754638384 74,125.22.100 192.168.1.6 Tisvl.2 82 Applic ata
523) 898, 757614254 74,125,22.100 152.168.1.6 T 60 https > raventdm [ACK] Seq=4352 Ack=1884 Win=49352 Len=0
5232 896, 750676294 74.125.22.100 192.168.1.6 TLSv1.2 165 Application Data
Frame 5225: 124 bytes on wire (992 bits), 124 bytes captured (982 bits) on interface 0
Ethernet II, Src: IntelCor_7h:7e:64 (a0:8B:bd:7b:7e:64), Dst: Actionte_20:7a:f7 (00:7f:28:20:7a:17)

Internet Protocol
Internet Control

rc: 192.168.1.8 (192.168.1.8), Dst: 74.125.22.100 (74.125.22.100)
1

@ # wip2s0; <live capture in progress> Fi... Packets: 7412 - Displayed: 7412 (100.0%) Profile: Default

In my first run, | started seeing some communication with 74.125.22.100. | also noticed some
retransmission packets and packets containing the following messages:

destination host is unreachable (host administratively prohibited)

They appeared to be only for ICMP packets, so | imagine they must be blocking those packets using a
firewall or other network policy.

Some further investigation provided additional information:



Cyb 605-Z3 Wireshark Lab 7

Terminal - root@biff:/home/biff/docs/UticaCollegefwiresharklab DX

Fle Edt Wiew Terminal Tabs Help
roct@centos?:fvarfwww/htmlfdrop/UticaCellege ® Imot@b\ﬁ:,’home,’biﬁ’de(5,’Uti(aCol\egej\mresharklab X

It appears that this is Google:
https://support.google.com/fags/answer/174717?hl=en

e What is 16100.net? - Google Help - Mozilla Firefox

G what is 1e100.net? - . x | %

Google Help

What is 1e100.net?

1e100.netis a Google-owned domain name used to identify the servers in o network

Following standard indus tice, we make sure each IP address has a corresponding hostname. In October 2009, we

started using a single domain name to identify our servers across all Googh cts, rather than use drfferent product

do e ftube com, blogger com, and google.com. we did this for b sons: first, to keep things simpler, and
improve security by pratecting 1 potential threats cross-site scripting attacks

rs will never see 1100.net, but we picked 3 Googley ritjustin case (1e100is scientific

notation for 1 gooy

Englisn &

The lab then asks us to select the STOP button and describe the results in your lab:


https://support.google.com/faqs/answer/174717?hl=en
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*wip2s0 [Wireshark 1.10.14 (Git Rev Unknown from unknown)]

Fle Edt \View Go Capture Analyze Statistics Telephony Tools Internals Help

O ANA BE XCIQ & P 3 EHE o BF @EE® E

Filter: v | Bxpression...
N Time Source Destination Protoc Lengt Inf
45580 5186. 741456729 152.168.1.6 173.154.68.139 TLSv1.2 100 Application Data
45582 5186, 742250065 173.154.68.139 TLSv1.2 85 Encrypted Alert
25684 S186. 742457837 173.194.68.139 TCP. 54 rbakcup2 > https [FIN, ACK] Seq=2772 Ack=1037 Win=65337 Len=0

DHEP 342 DHCP Discover - Transaction ID Ox86eBBO3S
[ 60 who has 192.168.1.107 Tell 192.168.1.1

45888 5187, 421418004
45689 S5187.761902007

45650 S187.928244638 . BROWSER 243 Host Annou ment BIFFSI 3wKDZ), Workstation, Server, NT Workstation

45601 5187926285207 162.168.1.6 92.168.1. BAOWSER 243 Host Announcement BIFFSOCK-3KDZ), Warkstation, Server, NT Workstation

45603 S188. 750418531 Actionte 2 Broadcast 5P 60 Wha has 162.168 Tell 192.168.1.1

45694 5189. 774016766 Actionte_20:7a:f7 Broadcast ARP 60 who has 192.168. Tell 192.168.1.1

45695 5189, 948542833 173.194.206.189 192.166.1. TLSv1.2 127 Application Data

45696 S5189.948748109 182.168.1.8 173.194.206.18% TCP 66 50738 > https [ACK] Seq=3386 Ack=4609 Win=33536 Len=0 TSval=1540417528 TSecr=714311826
45698 5190, 354374778 182.168.1.8 192.168.1.1 oS 75 Standard quary Dxades A play.google.com

45699 5190, 354408369 152.168.1.8 192.166.1.1 oS 75 Standard quary OxeBac AAAA play.google.com

45700 5190, 360754865 182.168.1.8 172.217.2.14 TLSv1.2 1451 Application Data

45701 5190, 365651159 192.168.1.8 172.217.2.14 TLSv1.2 369 Application Data

45702 5190, 375181237 172.217.2.14 192.168.1. TeR 66 https > 37070 [ACK] Seq=13486 Ack=2912 Win=50844 Len=0 TSval=2z8467233 TSecr=1540417940
45703 5190, 375854320 192.168.1.1 oS 152 Standard query response Oxaded CNAME play.l.google.com A 173.194.204.101 A 173.194.204.102 A 173.194.204.135 A 173.194.204.138 A 173.194.204.11%
45704 5190.378044335 172.217.2.14 Tep 66 https > 37070 [ACK] Seq=13486 Ack=3215 Win-53632 Len=0 TSval=z78467236 TSecr=1540417945
45705 5190, 378078613 192.168.1.1 oS 124 Standard query response OxeBac CMAME play.l.google.com AAsA 2607:f8b0:400d:c07::65
45706 5180, 388330664 Actionte_20: Broadcast s 60who has 192.168.1.117 Tell 192.168.1.1

45707 5190, 408557172 172.217.2.14 192.168.1.8 TLSv1.2 251 Application Data

45708 5180, 408762256 172.217.2.14 TLSv1.2 338 Application Data

45709 5190. 408 172.217.2.14 TLSw1.2 112 applicatien Data

45710 5190, 409158912 152.168.1.8 Tcp 65 37070 > https [ACK] Seq=3215 Ack=13955 Win=6B4S0 Len=0 TSval=15d0417085 TSecr=228467267
45711 5180, 408257662 162.168. 1. TLSv1.2 112 Application Data

45712 5190, 460275455 172.217.2.14 Tcp 65 https > 37070 [ACK] Seq=13995 Ack=3261 Win=53632 28457321 TSecr=1540417989
45713 5190, 526035462 fe80: :625h:baff :fada: DHCPVE 110 Solicit XID: 0x171a62 CID: DO03000L605bb40a0bSS

45714 5190.530475861 152.168.1.8 75.185.121.120 NP 50 TP Version 4, client

45715 5190.580229616 75.185.121.120 192.168.1 NP 0 NTP Version 4,

45716 S151. 345837224 Actionte_20:7a:f Broadcast ARP 80 who has 192.168 Tell 182.168.1.1

45717 S181.740175203 Actionts 20:7a:f?  Intelcor 7b:7s:64  ARP 60 Wha has 192.168.1.67 Tall 182.168.1.1

Frame 45743: 66 bytes on wire (528 bits), 66 bytes captured (523 bits) on interface ©

Ethernet II, Src: IntelCor_7b:7e:64 (a0:8B:ba:7b:7e:64), Dst: Actionte_20:7a:f7 (00:7f:28:20:7a:17)
Internet Protocol Version 4, Src: 192.168.1.8 (192.166.1.8), Dst: 172.217.4.60 (172.217.4.69)
Transmission Control Protocal, Src Port: 40018 (40018), Dst Port: https (443), Seq: 2971, Ack: 2080, Ler

00 45 00
c0 a8 08 ac do
f1 fc bl g5 80 10
a Sb d1 of 8a fc 28

0l bb bf 53
bS 00 00 01

0 e k] ‘s
fieady to load or capture Packets: 45743 - Displayed: 85743 (100.0%) - Dropped: 11 (0.4%] Profile: Default

| saw https, http, ssh, DNS, DHCP, ARP, TCP and NTP traffic. |also saw some duplicate packets,
which according to Wireshark appear to be normal behavior. This will happen if the sending side
transmitted a packet correctly, but thinks that it wasn't received at all (Wireshark, 2008).

We are then directed to select capture options; specifically “Update list of packets in real-time” and
“Automatically scroll during live capture”. For CentOS 7.2, these were already the default options, so |
made no changes.
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‘ Wireshark: Capture Options =23
Capture
Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MiB] Mon. Mode Capture Filter
virbro )
o2 168.122.1 Ethernet enabled default 2 nfa
nflog Linux netfilter log messages enabled default 2 nia
nfqueue Raw IPv4 enabled default 2 nfa
eml Ethernet enabled default 2 nfa
vmnet 1
172.16.185.1 Ethernet enabled default 2 nfa
feB0::250:56ff:fec0:1
Capture on all interfaces Manage Interfaces
+ Use promiscuous mode on all interfaces
i Capture Filter: |\ Compile selected BPFs
Capture Files Display Options
File: ElBrowse... o Update list of packets in real time
Use multiple files ™ Use peap-ng format  Automatically scroll during live capture
o
+ Hide capture info dialog
Name Resolution
o Resolve MAC addresses
Stop Capture Automatically After... P e e
" Resolve transport-layer name
™ Use external network name resolver
Help A start 9€ Close

| played with turning on/off those options. The results were intended to show that packets were
updated in the packet frame window in real-time (no buffering) as well as enabling scrolling using the
scroll bar on the right side of the screen.

Filter Packets with the Filter Bar

Our lab now asks us to filter packets. Without filtering, it’s difficult to pinpoint what exactly we’re
looking for because of the glut of information. By narrowing down our search scope, we can more
easily find specific things. The GUI contains a “Filter” bar that allows for expressions.

Filtering by IP:
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A *wlp2s0 [Wireshark 1.10.14 (Git Rev Unknown from unknown)]

Fle Edt View Go Capture Analyze Statistics Telephony Tools Internals Help
@ dmMd B xc Q¢ » ey HEl ool dEE®=| &

Fiter: ip v | Expression... Clear save

Mo Time Source Destination Protoc Lel

191579 12088, 627839728

191602 12057. 835758291 .168.1. TLSv1.2 127 Application Data
151503 12057, 635843335 J .194.66. Tcp 65 50338 > https [ACK] Seq=2681 Ack=3751 Win=34560 Len=0 TSval=1554376564 TSecr=702342563
191616 12108, 150353449 152.168.1.6 TLSv1.2 115 Application Data
1617 12105. 150458729 TCM; 23 Destinstion ur e (Host
191618 12108, 326052367 g d 173.154.68. 169 54 4-tieropnge > hitps [ACK] Seq

nistratively f T
80 Ack=15927 Win=64242 Len=0

181623 12 2 b 5 30, 255, 255, 388 NOTIFY * HTTR/1
191624 389 NOTIFY

181625 ss0P 380 NOTIFY *
191626 sspp 441 NOTIFY *
191627 ss0P 441 NOTIFY *

191628
191620
191630
191631
191632
191633 12111. 608658176 192,168,
191634 12111.615895771 192. 168,
191635 12111.615947369 192,168,

sspp 441 NOTIFY *
ss50P 378 NOTIFY *
sspp 378 NOTIFY *
ss50P 378 NOTIFY *
sspp 421 NOTIFY *
S0P 421 NOTIFY *
sspp 421 NOTIFY *
SS0P 433 NOTIFY *

191636 192.168 sspp 433 NOTIFY *
191637 192.168 S0P 433 NOTIFY *
191638 192.168 ssDP 417 NOTIFY *
191639 152,168 SS0P 417 NOTIFY *
191640 192.168 SSDR 417 NOTIFY *
191641 192.168 SSOP 378 NOTIFY *
191642 192.168 SsOP 378 NOTIFY *
191643 192.168 SSOP 378 NOTIFY *
191544 192.168 ssop 435 NOTIFY *
181645 192. 168 ssop 435 NOTIFY =
191845 192. 168 ssop 435 NOTIFY *
181647 192. 168 ssop 435 NOTIFY =
191648 12111.616463963 192. 168, SSOP. 435 NOTIFY * I
191649 12111.616478011 192. 168 ssop 435 NOTIFY *

Frame 191579: 115 bytes on wire (920 bits), 115 bytes captured (920 bits) on interface 0

Ethernet IT, Src: Actionte_20:7a:f7 (00:7f:28:20:7a:f7), Dst: IntelCor_7b:7e:64 (a0:88:b4:7b:7e:64)
Internet Protocol Version 4, Src: 192.168.1.1 (192.166.1.1), Dst: 192.168.1.8 (192.168.1.8)

User Datagram Protocol, Src Port: domain (53), Dst Port: 32874 (32874)

Domain Mame System (response)

00 35 80 6a 00 51 1

E channe
Packets: 191922 - Displayed: 10!

Dropped: 4915 (2.6%) Profile: Default

| show that | am only capturing IP packets.

Filtering by TCP:
r-|

Fle Edt \View Go Capture Analyze Statistics Telephony Tools Internals Help

Capturing from wip2s0  [Wireshark 1.10.14 (Git Rev Unknown from unknown)]

& - o ¥4 -
o@4Am BEx¢clQa¢reay Bl EEE®
Fiter: tep ~ | Expression... Clear Save
602 165.2303566'172.217.2.14 192.168, TLSv1.2 328 New Session Ticket, Change Cipher Spec, Hello Request, Hello Request
603 165.2304242!172.217.2.14 192.1868 TLSv1.2 128 Applicaticn Data
604 165.23045271172.217.2.14 192.168,

605 165.23050671172.217.2.14
606 165.2307673(192. 168.,1.8
607 165.2462928.172.217.2.14
608 165.3163411° 173, 194,208, 189
609 165.31643181192. 168.1.8

510 165, 3165073174, 125.22. 189

TLsvi.2 104 Application Data

TLSv1.2 104 Applicaticn Data

https > 54282 [ACK] Seq=4388 Ack=2232 WLN=49408 Len-
TLSv1.2 557 Application Data

TP 66 44588 > https [ACK] Seq=343 Ack=1074 Win=287 Len=0 TSval=1555085836 TSecr=B98604467
TLSv1.2 545 Application Data

8
8
8 TLSv1.2 108 Application Data
8
1
8

ﬁ
a
g
8

ol
e
Sl
e
a2y
1. TSval=123086069 TSecr=1555086737
A

512 165, 32572681172.217.2. 14 TLSvl.2 589 Application Data

1.8

613 165, 3258055, 172.217,2. 14 .1.8 TLsvl.2z 327 application Data

614 165, 3258301 172,217.2. 14 .1.8 TLsv1.2 112 Application Data

615 165, 3263603 162, 168, 1 2,14 TP 66 54282 > https [ACK] Seq=2232 Ack=5218 Win=46336 Len-0 TSval=1555086846 TSecr=123096149

616 165, 32647061182, 168.1.8 2,14 TLSV1.2 112 Application Data

617 165. 3827386 172.217.2. 14 .1.8 rep €6 https > 54262 [ACK] Seq=5218 Ack=2278 Win=48408 Len=0 TSval=123006206 TSecr=1SS5086846

618 165.3827572! 173, 184,208, 189 .168.1.8 TLSv1.2 506 Application Data

619 165.3826194'182. 168.1.8 173.194.208.189 TP €6 44568 > https [ACK] Seq=343 Ack=1514 Win=206 Len=0 TSval=1555086002 TSecr=80G604534

620 165. 3284611 74. 125, 22. 189 1.6 TLSv1.2 494 Application Bata

L 165. 3820000! 1 1 3 1 sachable t rstratively f

622 165.3830358: 182. 168. 1.6 Tep S4 netplan > https [ACK] Seq=l Ack=1298 Win=65535 Len=0 I
Frame 9: 127 bytes on wire (1016 bits), 127 bytes captured (1016 bits) on interface 0
Ethernet II, Src: Actionte_20:7a:f7 (00:7f:28:20:7a:f7), Dst: IntelCor_7b:7e:64 (a0:88:b4:7hi7e:64)
Internet Protocol Wersion 4, Src: 173.194.86.189 (173.194.66.189), Dst: 192.188.1.8 (192.168.1.8)
Transmission Control Protocol, Src Port: https (443), Dst Port: 50338 (S0338), Seq: 1, Ack: 1, Len: 61
Secure Sockets Layer

24 BS
1= 63 ad
94 fb 3
@ ® wip20: <live capture in progress> Fi.., Packets: 645 : Displayed: 233 (36,1%) Brofle: Default

Filtering by TCP shows application layer data — perhaps the most interesting things I’m looking for
from a cyber security perspective.

Filtering by UDP:
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a Capturing from wip2s0  [Wireshark 1.10.14 (Git Rev Unknown from unknown)] e

Fle Edt View Go Capture Analyze Statistics Telephony Tools Internals Help
o@®@4dm BxclQe¢ryvalEEcoaa® dEE®| @

Fiter: udp v | Expression... Clear save

M Time Source Destination Protac Lengt Info
2141 330.31884231152.168.1.1 .168.1.8 DS 103 Standard query response Ox8cS9 A 74.125.22.189
2142 330.32499061 182. 168.1. 1 .168.1.8 oS 115 Standard query response Dx530a ARAA 2607:18bO:400d:c06::bd
2162 338.6379123.0.0.0.0 .255.255.255 DHCP 342 DHOP Discover - Transaction 1D OxB5e8B80aS

.168.1.8 .223.248.98 NTP SO NTP versicn 4, client
.223,248.98 .168.1.8 NTP S0 NTP Versicn 4, server
.0.0

.255.255. 255 DHEP 342 DHOP Discover - Transaction ID OxB5eSEDaS
.168.1.1 DA Standard query Oxabe2 A plus.google.com
L168.1.1 ors 5 standard query Oxabez A plus.google.com

. 168, 1. 75
s

.168.1.6 o 51 Standard query response Oxabe2 A 216,58.219.238
75
75

6
.168.1.6
2223 350.6157037: 192, 168.1. 1
2224 350.61672781192. 168.1.6
&
1

Standard query Dx0582 AARA plus.google.com

2225 350.61675: 168.1. oAs Standard query Dx05e2 A42A plus.google.com
2226 350.6335687. 182, 168. 1. oS 103 Standard query response Ox0582 AASA 2607:18bo:4006:80f :: 2008

2260 355, 7389352:0. 0. oHEP 342 DHCP Discover - Transaction 10 DxBSeSB0aS

2278 363.05532041182. nTE S0 NTP Version 4, client

2279 363. 1590445! 204, nre 90 NTP Version 4, server

2284 oHEP 342 DHCP Discover - Transaction ID OxB6e@80aS

2303 168.1.8 DA 79 Standard query Ox338e A clients6.google.com

2304 3 .168.1.8 Dhs 79 Standard query Oxlce A clientsé.google.com

2305 L168.1.8 DS 79 Standard query Oxb3d4 AAfA clientss.google.com

2306 373.26829631192.168.1.1 Dhis 110 Standard query response Ox3382 CNAME clients.l.google.com A 172.217.4.208

2307 373.27326011152.168.1.1 192. DNS 118 Standard query response Gxl3ce CMAME clients.l.google.com A 172.217.4.208 I
2308 373.2733000:162.168.1.1 192, Dhis 131 Standard query response Oxb3dd CNAME clients.l.google.com AMAA 2607:fEb0: 4006:80c: 12008

Frame 1: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface 0
Ethernet II, Src: Apple_ba:df:fl (fc:eg:o@:bda:df:fl), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Wersion 4, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255. 255 (255 255,255, 255)
User Datagram Protocol, Src Port: bootpe (8], Dst Port: bootps (67)

Bootstrap Protocol

00 .
62 35 01 01 el se .
@ # wip2s0; <live capture in progress> F... Packets: 2338 - Displayed: 224 (3, 6%) Profile: Default

Filtering by UDP shows the expected UDP applications (NTP, DNS, DHCP, NFS etc).

Filtering by HTTP:
r-|

Fle Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
oO® A m BExCQé¢r»vay@Elacocl #EE®

Fiter: http v | Expressio

Capturing from wip2s0  [Wireshark 1.10.14 (Git Rev Unknown from unknown)]

Clear Save

Mo T Source 25 v Protoc Lengt Info

ollege/ HTTP/1

1515 237.5762875(192. 168.1.6 104,236.53.174 TR 408 GET /UticaCollege/ HTTP/1.1

1527 237.6087442 192, 168.1.6 104,236.53.174 TR 408 GET_/UticaCollege/ HTTP/1.1

1538 237, 5458451 192, 168, 1.5 104,235.93, 174 HTTP 408 GET /UticaCollege/ HTTP/1.1
1541 237.67362021104.236.53. 174 192.168.1.6 HTTP 4237 HTTP/1.1 200 0K  (text/html)
1544 237. 76568951 182. 168.1.6 104.236.93.174 HITR 455 GET /icons/blank .gif HITR/1.1

1546 237.78022211104.236.93.174 192.168.1. HITP 263 HTTR/1.1 304 Not Modified
1547 237.7807579: 182. 168.1.6 104.236.53.174 HTTP 454 GET /icons/back.gif HITP/1.1

I
N

SS1 23780783751 104,236,093, 174 192.168.1.6 HTTE 263 HITP/1.1 304 Not Modified
555 237.8091508.192. 168.1.6 104.236.93.174 HTTP 457 GET /icons/image2.gif HTTR/1.1

37. 82549511104, 236.93. 174
39, 2700034 182, 168.1. 6

.168.1.6 HTTR 264 HITP/1.1 304 Not Modified
4.236.93.174 HTTP 448 GET_/UticaCallege/NetworkTests.png HTTP/1.1

N

8
8

559
1564

N

T
1661 239. 43246611 104.236.93. 1 192.168.1.6 HTTP 2571 HTTR/1.1 200 0K (PNG)

Frome 1503: 408 bytes on wire (3264 bits), 408 bytes captured (3262 bits) on interface O
Ethernet II, Src: IntelCor_7h:7e:64 (a0:BB:bd:7b:i7e:6d), Dst: Actionte_20:7a:f7 (00:7f:28:20:7a:§7)
Internet Protocol Wersion 4, Src: 192.168.1.6 (192.168.1.6), Dst: 104.235.93.174 (104.236.93.174)
Transmission Control Protocol, Src Port: stonefalls (2686), Dst Port: http (80), Seq: 1, Ack: 1, Len: 354
Hypertext Transfer Protocol

olle 75 6 q
$ wip250: <live capture in progress> Fi., Packets: 3308 - Displayed: 134 (4 1% Profile: Defau
7 wip250: <live capt prog played: 134 (4,1%) s Defautt

Filtering by “http” shows mostly http traffic. I did encounter an ICMP packet with this filter enabled,
which was kind of weird. | have no explanation for this.

Specifying an IP address:
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a Capturing from wip2s0  [Wireshark 1.10.14 (Git Rev Unknown from unknown)]
Fle Edt View Go Capture Analyze Statistics Telephony Tools Internals Help

o@4dma B XCIQ&D I BE el @B E =

Flter: ip.addr == 192.168.1.2 v | Exg cl S

N Time Source Destinatior
56 21.80676890;192. 168.1.2 2

1841 273.3031925192. 168.1.2 224.0.0.22

2659 397.5163756: 192, 168.,1.2 224.0.0.22 54 Membership Repor u

3824 524,69725741192, 168,1.2 224.0.0.22 54 Menbershi p Report / Join group 239,255,25 urces
4882 647.3735179.192. 168,1.2 224.0.0.22 1GR3 54 Membership Report / Join group 239.255.255.250 for any sources

Frame 552 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0

Ethernet II, Src: Actionte_76:30:20 (10:0f:a8:76:30:00), Dst: IPvamcast_00:00:16 (01:00:5e:00:00:16)
Internet Protocol Version 4, Src: 192.168.1.2 (192.168.1.2), Dst: 224.0.0.22 (224.0.0.22)

Internet Group Managsment Protocol

00 00 16 10 o
s 00 00 40 0O

6 54 04 00 DO
0030 00 00 ef 1f ff fa

@ # wip2s0; <live capture in progress> Fi... Packats: 5228 - Displayed: & (0.1%) Profile: Default

When filtering by IP address, | narrow down the packets that have as a source or destination the
specified IP address.

View Packet Summaries with the Packet List Window

The packet frame in the below picture shows a number of columns.

Column 1 — shows the packet number

Column 2 - shows the time in a number of formats. In the example below, | have chosen the number
of seconds since the live capture began. It is accurate to the nanosecond.

Column 3 - is the source IP address (where the packet is coming from)

Column 4 - is the destination IP address (where the packet is going to)

Column 5 - is the protocol

Column 6 - is the length of the packet

Column 7 - is information associated with the packet.
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d Capturing from wlp2s0 [Wireshark 1.10.14 (Git Rev Unknown from unknown)] i o Bl e

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

% ¢ a 2 |BEE = =2 0 F EE

Filter: ~ | Expression...

No. Time Source Destination Protoc: Lengt Info
28 6.157142550 192.168.1.1 192.168.1.8 DNS 97 Standard query response Ox1Scc A 54.174.160.96
30 6.164086067 192.168.1.1 192.168.1.8 DNS 97 Standard query response Oxddfg A 54.174.160.96
31 6.1688015970 192.168.1.1 192.168.1.8 DNS 139 Standard query response 0xc332
32 6.170765915 54.174.160.96 192.168.1.8 TCP 66 http > 54898 [ACK] Seq=1 Ack=S45 Win=19456 Len=0 TSval=705842859 TSecr=52300157
33 6.209420853 54.174.160.96 192.168.1.8 TCP 660 [TCP segment of a reassembled POU]
34 £6.209506252 192.168.1.8 54.174.160.96 TCP 66 54896 > http [ACK] Seq=546 Ack=595 Win=30464 Len=0 TSval=52300210 TSecr=705842868
35 6.212347544 54.174.160.96 192.168.1.8 HTTP 66 HTTP/1.1 200 OK (application/json)
36 6.218839093 192.168.1.8 54.174.160.96 TCP 66 54896 = http [FIN, ACK] Seq=546 Ack=596 Win=30464 Len=0 TSval=52300220 TSecr=705842868
37 6.237456905 54.174.160.96 192.168.1.8 TCP 66 http > 54898 [ACK] Seq=596 Ack=547 Win=19456 Len=0 TSval=705842875 TSecr=52300220
38 7.071580429 Actionte_20:7a:f7 Broadcast ARP 42 whe has 192.168.1.117 Tell 192.168.1.1
39 8.095539587 Actionte_20:7a:f7 Broadcast ARP 42 who has 192.168.1.117 Tell 1892.168.1.1
40 8

.660246045 192.168.1.14 104.236.93. 174 TCP 55 [TCP segment of a reassembled PDUI
569260222 23 7 S5 [TCP Keep-Alive] abatjs http [ACK] Seq=1 Ack=1 Win=65535 L
TCP 66 http > abatjss [ACK] Seq=2 Ack=2 Win=15544 Len=0 SLE=1 SRE=2

104.238.93.174

.681427236 104.236.93.174
15 pE L1.E

44 9.017239907 Actionte 20:7a:f7 Broadcast ARP 42 who has 192.168.1.117 Tell 182.168.1.1
45 14.03486130¢ Actionte_20:7a:f7 Broadcast ARP 42 who has 192.168.1.117 Tell 1892.168.1.1
46 15.05948587: Actionte_20:7a: 7 Broadcast ARP 42 wiho has 192.168.1.117 Tell 182.168.1.1

Frame 42 bytes on wire (336 bits), 42 bytes captured (336 s) on erface 0
+ Ethernet II, Src: Actionte_20:7a:f7 (00:7f:28:20:7a:f7), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
< Address Resolution Protocol (reguest)

[T ff ff ff ff ff o@ 7f 28 20 7a {7 08 05 0O O]
ole)cMllOs 00 06 04 00 01 00 7f 28 20 7a f7 cO a8 01 0
[olozcBlO0 00 00 00 00 00 cO a8 0l Ob)

O * Frame (frame). 42 bytes Packets: 46 - Displayed: 46 (100.0%) Profile: Default

Study Packet Details with the Packet Details Window

By highlighting a packet in the packet summary window, you can view further information about that
packet in the packet details frame.

Here are some of the details of an ARP packet:
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Capturing from wip2s0 [Wireshark 1.10.14 (Git Rev Unknown from unknown)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

W 4 BxclQed» v ay EB e o @M

Filter: | I~ | Expression...

No. Time Source Destination Protoc: Lengt Info
31321 12774.73351  Actionte_20:7a: 7 Broadcast ARP 42 who has 192.168.1.117 Tell 182.168.1.1
31322 12777.27282 Actionte_20:7a:f7 IntelCor_7b:7e:64 ARP 42 who has 192.168.1.87 Tell 192.168.1.1
31323 12777.27288.IntelCor_7b:7e:64 Actionte_20:7a:f7 ARP 42 192.168.1.8 is at a0:88:b4:7b:7e:64
31324 12779.72358 Actionte_20:7a: {7 Broadcast ARP 42 whe has 192.168.1.117 Tell 182.168.1.1
31325 12780.72348i Actionte_20:7a: {7 Broadcast ARP 42 whe has 192.168.1.117 Tell 192.168.1.1
31326 12781.04614.feg0: : 125 : a0ff : fe76:: ff02::1 ICMPVE 90 Multicast Listener Query

31327 12781.05266.fe80: :a288: baff :fe7b: ffo2::16 ICMPVE 90 Multicast Listener Report Message v2

Interface id: 0

Encapsulation type: Ethernet (1)
Arrival Time: Oct 3, 2016 17:21:43.275218512 EOT
[Time shift for this packet: ©.000000008 seconds]
Epoch Time: 1475528703.275218512 seconds
[Time delta from previous captured frame: 0.432126441 seconds]
[Time delta from previcus displayed frame: 0.432128441 seconds]
[Time since reference or first frame: 12760.733404443 seconds]
Frame Number: 31301
Frame Length: 42 bytes (336 bits)
Capture Length: 42 bytes (338 bits)
[Frame 1s marked: False]
[Frame 1s ignored: False]
[Protocols in frame: eth:arpl
[Coloring Rule Name: ARP]
[coloring Rule String: arpl

~ Ethernet II, Src: Actionte_20:7a:f7 (00:7f:28:20:7a:f7), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

+ Destination: Broadcast (ff:ff:ff:ff:ff:ff)
+ Source: Actionte_20:7a:f7 (00:7f:28:20:7a:17)

Type: ARP (0x0S06)

| Address Resoclution Protocol (reguest)
Hardware type: Ethernet (1)
Protocol type: IP (0x0800)
Hardware size: 6

o B e

@ #7 Frame (frame), 42 bytes Packets: 31381 - Displayed: 31381 (100.0%)

And here are some of the details of a TCP packet:

Profile: Default
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d Capturing from wlp2s0 [Wireshark 1.10.14 (Git Rev Unknown from unknown)] Lo B2

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
C Q¢ P ¢ay BBl ool dEE®

Filter: ~ | Expression...

No. Time Sourc

Protoc:

- T T T S g

> http [ACK] Seq=1 Ack=1 Wi
3 . 4 . ] > http [ACK] Seq=1 Ack=1 Wi
31333 12781. 0 66 Alive ACK] http = abatjss [ACK] Seq=2 Acl Win=15544 Len=0 SLE=1 SRE=2
31334 12781.71414:192.168.1.8 04.236.93. 174 CMP 94 Destination unreachable (Host administratively prohibited)
31335 12781.72360t Actionte 20:7a:f7 Broadcast ARP 42 who has 192.168.1.117 Tell 1892.168.1.1
31336 12782.11086: fe80: :d203: 4bff : fed0:: ff02::16 ICMPVE 130 Multicast Listener Report Message v2

APFIVAL [1ME: UCT 3, 2Ulb 1/:22:104,255/62553 EUI
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1475529724.255762553 seconds
[Time delta from previous captured frame: 0.013421584 seconds]
[Time delta from previous displayed frame: 0.013421584 seconds]
[Time since reference or first frame: 12781.713948484 seconds]
Frame Number: 31333
Frame Length: 66 bytes (528 bits)
Capture Length: 56 bytes (528 bits)
[Frame 1s marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Colering Rule String: tcp.analysis.flags && !tcp.analysis.window_update]
-| Ethernet II, Src: Actionte 20:7a:f7 (00:7f:28:20:7a:f7), Dst: IntelCor 7b:7e:64 (20:88:b4:7b:7e:64)
- Destination: IntelCor_7b:7e:64 (a0:88:b4:7b:7e:64)
Address: IntelCor_7b:7e:64 (a0:88:b4:7b:7e:64)
.00 s.vt weer wuuw ... = LG bit: Globally unique address (factory default)
....... O .... vuvv wevn wu.. =16 bit: Individual address (unicast)
- Source: Actionte_20:7a:f7 (00:7f:28:20:7a:17)
Address: Actionte_20:7a:f7 (00:7f:28:20:7a:17)
P« = LG bit: Globally unique address (factory default)
= IG bit: Individual address (unicast]

- Internet Protocol Version 4, Src: 104.236.93.174 (104.236.93.174), Dst: 192.168.1.14 (152.168.1.14)
Versicn: 4

0000 a0 88 b4 7b 7e 64 00 7f 28 20 7a f7 08 00 45 00
0010 00 34 d2 a5 40 00 38 06 &7 cd 68 ec 5d ae cO a8
0020 01 Ge 00 50 Os 48 3d 52 27 e2 e7 66 a0 f2 80 10
0030 3c b8 a7 9c 0D 00 01 01 OS Oa e7 66 a0 f1 e7 66
0040 a0 f2

@ * Time delta from previous displayed ... Packets: 32160 - Displayed: 32160 (100.0%) Profile: Default

The information in the packets differs. Obviously the protocol is labeled differently, but also things
like frame length, payload and the TCP packet gives information about what version it’s using.

View Packet Data with the Individual Packet Bytes Window

Using the above examples, the Packet Bytes window is the bottom frame. The data held in the packet
bytes window is different because both packets are different. The same as opening a file in a hex
editor, the hexadecimal representation is on the left side of the frame, and its ASCII representation is on
the right side of the frame. There is a period (“.”) for hexadecimal information that does not have
ASCII characters associated with it.

Browse The Internet
Filter on ip.addr==192.168.1.8 and http., visit htto://www.google.com and perform a search on scurvy
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Capturing from wip2s0  [Wireshark 1.10.14 (Git Rev Unknown from unknown)] [P

Fle Edit View Go Capture Analyze Statisticse Telephony Tools Internals Help

O & p I~ . ¢ — 4 e
o04dAma B clQ¢r»eoy @B ol EESE| &
Fiter: http and ip.addr==192, v | Expression.. Clear Apply Save
Mo. Time Source Destination Protoc: Lengt Info

306 37.06892731 1592.168. 1. 172.217.4.78 0CsP 455 Request

Te:Bd (af ba:7b:7e:64)

= Ethernet II, Src: Actionte_20:7a:t7 (00:71:28:20:7a:f7), Dst: I r_7b: 1 7b:
+ Intsrnet Protocol Wersion 4, Src: 172.217.4.78 (172.217.4.78), Dst: 182.168.1.8 (192.168.1.8)
- Transmission Control Protocol, Src Port: http (80), Dst Port: 34764 (34764), Seq: 1, Ack: 430, Len: 748

- [Expert Info (Chat/Sequenca): HTTR/1.1 200 OK\r\n)
Request Version: HTTP/1.1
Status Code: 200
Response Phrase: OK
Content-Type: application/ocsp- response\rin
Date: Mon, O3 Dct 2016 04:2¢
Expires: Fri, 07 Oct 2016 04:29:47 GMTAr\n
Cache- Control: public, max-age=345600\r\n
Server: ocsp_responderirin
= content-Length: 463\ryn
[Content length: 483]
X-¥sS-Protection: 1; mede=blockyrin
X-Frame-Options: SAMEORIGIN\r\n
wrin
[HTTP response 1711
| [Time since request: 0.033253055 seconds]
[Request in frame: 306

¢ online Certificate Status Protocol

00a0

ok B 4
@ * Frame (frame), B12 bytes Profile: Default

Packets: 1777 - Displayed: 2 (0.1%)

When this action was performed, | found that Google redirected to https — port 443. | then changed my
filter to ip.addr==192.168.1.8 and tcp.pprt==443:
A

*wip2s0 [Wireshark 1.10.14 (Git Rev Unknown from unknown)] [T+

Fle Edit view Go Capture Analyze Statistics Telephony Tools Internals Help
oo Amd B X Q¢vray BB e HESE &

Fiter: ip.addr=: Clear Apply Save

a3

.168.1.8 and tep.por

in. Time Saurce Destination Lengt Info
290 22, 1220314 216,56, 211 . 228 192,166, 1.8 .2 L1z Application Lata
297 22.12213277:192. 168.1.8 216.58.217.228 66 42134 > https [ACK] Saq=6663 Ack=140501 Win=1557 Len=0 TSval=d499558] TSecr=3265230310
206 22.122225141192.168.1.8 216.58.217.228 .2 112 Application Data
299 22.15137683 216.58.217. 228 182.168.1.8 66 https > 42134 [ACK] Seq=140501 Ack=6708 Win=677 Len=0 TSval=3265230341 TSecr=4995581
300 22.405667241192.168.1.8 216.58.217.228 .2 404 Application Data
301 22.40930721:192. 168.1.8 216.58.217.228 .2 347 application Data
302 22.43639471. 216.56.217. 228 192.168.1.8 66 https > 42134 [ACK] Seq=140501 Ack=7047 Win=693 Len=0 TSval=3265230626 TSecr=4395865
303 22.43921695: 216, 58.217. 228 182.168.1.8 66 https > 42134 [ACK] Seq=140501 Ack=7328 Win=708 Len=0 TSval=3265230628 TSacr=4995868
304 2244584873 216.58.217. 228 1.8 .2 112 Application Data
305 22.44658620 216, 58,217,228 8 .2 104 application Data

66 42134 > https [ACK] Seq=7328 Ack=140585 Win=1557 Len=0 TSval=4995506 TSecr=3265230534
112 application Data
112 Application Data I

306 22,44702502¢192.168.1.8
307 22.4474650%216.58.217. 228
308 22,44756085:152.168.1.8
309 22.45027512 192.168.1.8
310 22,47926759¢216.58.217. 228
311 22.48138595: 216.58.217. 228

NN

199 Application Data
66 https » 42134 [AcK] Seq=
2 116 Application O

40531 Ack=7507 Win=725 Len=0 TSval=3265230668 TSecr=4995907

313 22,48225422 192, 168.1.8 g 66 42134 > https [ACK] Seq-7507 Ack=141325 Win=1578 Len=0 T5val-498584L TSecr-3265230671
314 22,48402784!216.58,217.228 - L1 TLSw1.2 315 application Data
315 22.484196111216.58.217.228 1g92.168.1.8 TLSV1.2 112 Application Data

- Frame 312: 711 bytes on wire (5688 bits), 711 bytes captured (5688 bits) on interface 0
Interface 1d: 0 l
Encapsulation type: Ethernet (1)
Arrival Time: Oct 3, 2016 00:40:44,482115333 EDT
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1475469644,482115333 seconds
[Time delta from previous captured frame: 0.000789956 seconds]
(Time delta from pravious displayed frama: 0.000769956 seconds)
[Time since reference or first frame: 22.482175808 seconds)
Frame Nuber: 312
Frame Length: 711 bytes (5688 bits)
Capture Length: 711 bytes (5688 bits)
| [Frame is marked: False]
0000 a0 B8 b4 7b 7e 54 00 7 28
0010 02 bg 20 3¢ 00 00 3a 06 @a
0020 Ol 08 01 bb ad 95 1 ef ©b

&
DYUIRD I ANFIEER
"
-3
FERTHEINESRHLRBE ALY

1f 3 a4
0120 o5 87 3b f3 bl &8 7c 9a {1

@ File: "tmpwireshark_pcapng_wip2s0 Profile: Default

After inspecting the packets | found that my search on scurvy was in fact secure using the SSL
connection. | then tried the same experiment with the Microsoft Bing search engine:
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’d Capturing from wlp2s0 [Wireshark 1.10.14 (Git Rev Unknown from unknown)] Lo o= el

Fle Edt Wiew Go Capture Analyze Statistics Telephony Tools Internals Help

W & Q&P oa i EE e EEEm=
Filter: http and ip.addr == 172.20.3.76 v | Expression... Clear Save
No. Time Sou Destination Protoc: Lengt Info

1383614 172 204.79.197.200 877 POST /fd/1s/GLinkPLngPost. aspx?1G=44526A84FFS6437 1BC64BDSSDACAA5SD&ID=SERP, 5138. 16ur L=https
915 GET /fd/Ls/L71G=44526A84FF96437 1BCE4BDSSDACAASODET yp!
514 [ R ]

14,79, 200

N : C trans sion] Contilnuatl r -HTTP traffic
.9161304¢ 204.79.197. 200 172.20 1514 Continuation or non-HTTP traffic
3508 156.1767332(204.79.187. 200 172.20.3.76 HTTP 71 HTTP/1.1 200 OK (GIF8Sa)
3528 156.2797248.172.20.3.76 204.79.197.200 HITP 1077 POST /fd/ls/lsp.aspx? HTTP/1.1 (text/plain)
3531 156.2803878(172.20.3.76 204.79.197.200 HTTP 1124 GET /rms/Shared.Bundle/jc,nj/eb350d1c/2809c0d7. js?bu=rms+serp+Sharedis24shared_c.source%2csk

3570 157.2466817.204.79.187.200 172.20.3.76 HITP 305 HTTP/1.1 204 OK
- - 4,79, ) 7 J 201 [TCP Retransm

- Frame 3466: 915 bytes on wire (7320 bits), 915 bytes captured (7320 bits) on interface 0

0lcO 61 67 65 2f 70 62 67 2c 69 &d 61 67 65 2f 2a 3b  age/png, image/*;
0ldo 71 3d 30 22 38 2c 2a 2f 2a 3b 71 3d 30 2e 35 od g=0.8,%/ *;q=0.5.
0le0 Ga 41 63 63 65 70 74 2d 4c 61 6e 67 75 61 67 65 .Accept- Language

01f0 3a 20 65 6e 2d 55 53 2c 65 Ge 3b 71 3d 30 2e 35 : en-US, en;q=0.5
0200 0d Ga 41 63 63 65 70 74 2d 45 Ge 63 6f 64 69 Ge  ..Accept -Encodin
0210 67 3a 20 67 7a 69 70 2c 20 64 65 66 6c 61 74 65  g: gzip, deflate
0220 0Od 0a 52 65 66 55 72 65 72 3a 20 68 74 74 70 33 ..Refere r: http:

0230 2f 2f 77 77 77 2e 62 69 6e 57 2e 63 5f 6d 2f 73 //www.bi ng.com/s
0240 65 61 72 63 68 3f 71 3d 73 63 75 72 76 79 26 67 earch?g= scurvyég
0250 6&f 3d 53 75 62 6d 69 74 2b S1 75 65 72 78 26 71 o=Submit +Queryéq
0260 73 3d 62 73 26 66 6f 72 6d 3d 51 42 4c 48 Od Oa s=bs&for m=QBLH..
a270 A3 fh A9 AS 2a 20 Ad S5 A9 44 3d 32 W Conkia:  MITD=2A3

af_&f F_33
@ ' wip2s0: <live capture in progress> Fi.... Packets: 26946 - Displayed: 56 (0.2%) Profile: Default

In this case | was able to view my search within the packet because it was going over a non-encrypted
connection. | was also able to view data from the Wikipedia page (first link) as it too was non-
encrypted.

Analyze Wireshark Data

a) How many UDP packets did Wireshark capture: 704
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‘ Wireshark: Protocol Hierarchy Statistics AR =
Display filter: none
Protocol % Packets Packets % Bytes Bytes Mbit/s End Packets End Bytes End
-1 Frame : EEEEY 100 13866371  0.296 0 0
- Ethernet g3ss L] 13866371  0.296 0 0
- Internet Protocol Version 6 [ 0s6% 47/ 0.03% 4876 0.000 0 0
Internet Control Message Protocolvé | 0.48% 40/ 0.03% 3860 0.000 40 3860
-1 User Datagram Protocol [ oo8w%m 7[ 001% 816  0.000 0 0
Dornain Name Service [ 0o05% 4/ 0.00% 486 0.000 4 486
DHCPYE 3/ 000% 330 0,000 3 330
= Internet Protocol Version 4 123 [EEEREA 13852063 0.295 0 0
Internet Group Management Protocaol ,W 14 W 744 0.000 14 744
& User Datagram Protocol WEE 064 % 88489
Dornain Narme Service 686 0.60% 83412 0.002 686 83412
Hypertext Transfer Protocol 12[ 0.03% 4533 0.000 12 4533
Network Time Protocol 4[ 0.00% 360 0.000 4 360
NetBIOS Narme Service 2[ 000% 184  0.000 2 184
# Transmission Control Protocol 757 % 7345 13749821  0.293 4293 3818408
# Internet Control Message Protocol [ 072% 60 0.09% 13009 0.000 58 11829
Address Resolution Protocol [ 253% 212 006% 8904 0.000 212 8904
# Logical-Link Control [ 005% 4/ 000% 470 0.000 0 0
802.1X Authentication [ 002w 2| 0.00% 258 0.000 2 258
| Help | | 3¢ Close |

b) what was the average IP Packet size: 1653.120 bytes
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A

Wireshark: Summary

L= a3l

File
Name:
Length:
Format:
Encapsulation:

Time
First packet:
Last packet:
Elapsed:

Capture
25

Capture application:

Capture file comments

wlp2s0 unknown none
Display
Display filter:

Ignored packets:

Help

13866371

Traffic Captured

Packets 8388 8388
Between first and last packet 375.319 sec

Avg. packetsfsec 22.349

Avg. packet size 1653.120 bytes
Bytes 13866371

Avg. bytesfsec 36945.528

Avg, MBitfsec 0.296

Jjtmp/jwireshark_pcapng wlp2s0_20161003011534 ZiL27g
14148490 bytes
Wireshark/... - pcapng

Ethernet

2016-10-03 01:15:34
2016-10-03 01:21:49

00:06:15

Linux 3,10,0-327.36.1.el7 x86_64
Dumpcap 1.10.14 (Git Rev Unknown from unknown)

262144 bytes

Displayed %
100.000%

100.000%

Interface Dropped Packets Capture Filter Link type Packet size limit

none

0 (0.000%)

Marked Marked %
0 0.000%

0 0.000%

@) Cancel ok

¢) how many packets did Wireshark drop:106
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A

*wip2s0 [Wireshark 1.10.14 (Git Rev Unknown from unknownl]

Fle Edt \View Go Capture Analyze Statistics Telephony Tools Internals Help

AN d BN XS Q¢ Y & X Bla aly~ W SN
Fiter: v | Expression...
Mo. v Source Destination Protoc. Lengt Info

26 10.087792141192,
27 1008781643192,
28 10. 08782783 192,
29 10.19622190: 192,
30 10. 203164741182,

Broadeast
Broadcast

@D

e 42 who has 182.168.1.117 Tell 192.168.1.1

e 42who has 192.168.1.117 Tell 182.168.1.1

oNE 78 Standard query DxdaBA A as.casalemedia.com
DS 78 Standard quary OxbdBl A as.casalemedia.com
oNE 78 Standard query 0xa3bS AAAA as.casalemedia.com
DS
DN

185 Standard query response Ox4aB4 CMAME as.casalemedia.com.edgesuite.net CNAME a1853.g.skamsi.net A 184.26.44.95 A 184.26.44.103
185 Standard query response DabdBL CMAME as. casalemd;a com. edgesuite.net CNAME a1B53.9.akamsi.net A 184.26.44.103 A 184.26.44.65
Le; T

[T

32 10.20528091 192.168.1.1 E] [ 211 Standard query response Dxashs CMAME as. casalamdja com. edgesuite.net CNAME a1853.9.akamal.net
33 10.21337400°184.26.44. 103 .8 TP 74 http > 60064 [SYN, ACK] Seq=0 Ack=1 Win=28960 Len=0 MSS=1460 SACK_FERM=1 TSval=1472677403 TSecr=7095048 WS=32
34 10.21343334: 192. 168.1.8 .103 TP 66 60064 > http [ACK) Seq=] Ack=1 Win=29312 Len-b TSval=7095958 TSecr=1472677403
35 10.21352529.192. 168. 1.8 .103 TP 1514 [TCP segment of a reassembled POU]
36 10.21354295182. 168. 1 .102 TR 1514 [ToP segment of a reassembled PDU)
37 10.21760732(192. 168.1.8 .103 HTTP pag ttp . telegraph . co. uk%2Fnews%2r201 S42F10N2F01
38 10.227448211184.26.44. 103 .8 TP
39 10, 22814555!184.26.44. 103 .8 TCP 65 http > 60084 [ACK] Seq=
40 20 ancoesoaiicn ae a4 10o o 1o 1514 1700 coament nf o cnacensilad ool
S0

ame 7 byt o1 n inter
+ Ethernet IT, Src: IntelCor_7b:7e:564 (a0:B8:bd: 71: 'r- 64), Dst: Actionte_20:7a:f7 (00:7f:28:20:7a:17)
+ Internet Protocol version 4, Src: 192.168.1.8 (192.168.1.8), Dst: 184.26.44.103 (184.26.44.103)

@ Frame (frame), 74 bytes

Packets: 8388 - Displayed: 8388 (100.0%) - Dropped: 106 (1.3%) Profile:

d) what does a flow graph show:

Loo7oz77s3
Luoranzamn

- wobeaetazos: w2115 w0021 wa1en1
oa:16 260022 oz o1

0.000000000 H i i Lintaner Rapart Mesaage v2

aaconianes i i i i A —

e ; H H H Bl o oot sy et 578 i ar. e o -G sueeton

aasasn2n : : H | 105 Samtard st G650 T8 i arves e s "G auenon

TCP: 58222 - N AGK] Sl Atka ] WInSZT (a0 TovalTORSTS2 TEEr= 229754 ZIIS
TEP. SB134 > bt IACK] SeqmL Ackm ] Win=337 Lum0 Tl TORS1S1 Tacr= 1237343140

1030333892
10345452500
10 357843026
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A flow graph shows the data flow of a connection. By scrolling to the right, I can see things like
retransmits or drops.

e) list the flow graph options
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Choose packets
+ All packets
Displayed packets

Choose flow type
* General flow
TCP flow

Choose node address type
Standard source/destination addresses

* MNetwork source/destination addresses

ok

!.Cancel

‘ Wireshark: Flow Graph | & @ @3

-
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Analysis Questions

1. How can security professionals use Wireshark?

Dy ucina\Alracharle vion can viaov tha ravas data Af A nacl

Dy Oormyg vV orar <, you caurvic vy Tavyr oo oT aouc

lab, or spot instructions for execution of malicious code.

et for file signatures we discussed in our hex
Another way to use Wireshark is to discover

DoS attacks or ssh brute force attacks. By capturing an overwhelming number of a certain type of

ramoved from an 1nautharized catirca
Fe oV ec—H O R UHaU R OHZALG-SOUHGE-

INnCOMINg packets you can take steps to bIock the source TP address. IT I'saw a large number or packets
going to a remote destination IP address, | would investigate to make sure corporate data was not being

In addition, I could monitor incoming and outgoing traffic based on protocol and create rules. For
SMTP as an example, I could monitor for attachments of a certain size or content.

2. List three ways attackers can use Wireshark.
| 1) To map the network

2) Discover protocols that are in use

|3) Find clear text communications for username and password discovery |

3. Does Wireshark capture all the traffic on the Internet? If so, explain why. If not, which traffic does it

capture?

No, Wireshark captures traffic that passes its network interface either directly or on a hub, as well as

broadcast and multipath traffic (Weadock, 2009).

4. Write Wireshark filters to:
a) View all traffic for 10.10.10.2.
b) View icmp traffic from any address.

Filter = ip.addr==10.10.10.2
Filter = icmp


Chester Hosmer
Chester Hosmer: It may be able to capture the content of packets that could then be analyzed by other tools for malicious content.

Chester Hosmer
Chester Hosmer: Excellent

Chester Hosmer
Chester Hosmer: Hard to do this one with limited visibility, unless connected to a switch with SPAN port that covers the entire network. This would require insider access.

Chester Hosmer
Chester Hosmer: Ok, in the rare case that passwords are communicated in plain text.
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5. Has this lab changed your perspective on your privacy while browsing the Internet? Describe
why or why not.

It hasn’t changed my perspective of privacy on the Internet; because of my job, I’ve been exposed to
packet sniffers and understand their capabilities. That said, this lab gave me an opportunity to dive in a
lot deeper than I had previously and look at some of the features that Wireshark has. So, basically |
have a more, well rounded understanding of packet sniffing and filtering then | had previously.

Conclusion

Through the exercises, | learned about the capabilities of the Wireshark packet sniffer. | was able to
capture packet data and inspect individual packets. | gained a better understanding about the contents
of a packet, and how | can gather useful information from using the Wireshark sniffer and putting what
I learned into the context of how a network is used and what kinds of data I’'m expecting to see.
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